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Computer Network Automation

Abstract:

Computer networks are conceptually very simple. Cables connect switches and routers and
packets are forwarded over this links to reach their destination. However, the reality is far
more complicated. The dynamic behavior of network traffic can be complicated and produced
“grey’ failures from congestion and convoying. Moreover, the control mechanisms such as
access control filters, rate policers virtual networks, overlays, policy based routing, EVPN,
routing protocols, etc add additional complexity. This complexity is colliding with human
limitations to manage networks with the reliability and agility required by modern
organizations. The consequences of misconfiguration and failures can be severe. Operator
error is the primary source of network failure and personnel costs are the dominant overhead
of running a computer network. The solution is automation of network management, assuming
it can be done right.

This talk discusses a wholistic approach to automated network management taking an
“operating system” perspective. The network automation configures, monitors and identifies
faults in the network, reducing the burden on the network operator. The challenge is making
the system highly scalable, fault-tolerant and extensible to meet new network requirements and
support new network features.
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